Information Network of Kansas Board Meeting Minutes
August INK Board Meeting
August 1, 2017
Opening
A meeting of the INK Board was called to order at 10:04 a.m. Tuesday, August 1, 2017 at 700 SW Harrison, 2nd
Floor Executive Conference Room, Topeka, Kansas by Kathy Sachs, representing the Secretary of State, with
the following members present:
Matt Billingsley, representing the Secretary of Department of Revenue
Lana Gordon, Secretary of Labor
Scott Hill, representing the Kansas Bar Association (by telephone)
Gregg Wamsley, representing the Kansas Library Association
Others Present
Duncan Friend of the Information Network of Kansas, Inc.; Nolan Jones, James Adams, and Ashley Gordon,
Kansas Information Consortium, LLC. Guests included Samuel Williams, Secretary of Revenue; Matt Veatch,
Kansas State Archivist; Megan Rohleder, Electronic Records Archivist, Ryan Leimkuehler, Government
Records Archivist.

Consent Agenda
The consent agenda for the meeting included the July 2017 INK Board minutes; July 2017 Network Manager
Report; the following contracts for approval for KanPay Counter services: City of Kanorado, Oakley Public
Library, and USD 332 – Cunningham and the list of Board expenses for approval.
Action Taken: Motion made to approve the Consent Agenda in its entirety by Secretary Gordon,
seconded by Wamsley. Approved unanimously.

Action Agenda
1.

Presentation on Records Scheduling by Matt Veatch, Kansas State Archivist
(See copy of page 1 of Generally Accepted Recordkeeping Principles (GARP) overview and a sample
Kansas records retention schedule attached that Veatch reviewed during his presentation.)
Veatch gave a brief overview of managing records well. Sachs said that they saw that when the moved
things from the old office, there were many records and it seemed like it was time to make a wise
decision and get those scheduled. The Kansas Historical Society functions as the State archives that
house and provides access to records of enduring value produced by Kansas State agencies. They are
also responsible for working with state and local units of government to establish record retention
requirements. The Historical Society also functions as a repository for the papers of organization and
businesses across Kansas (like Atchison, Topeka, and Santa Fe Railroad and the Menninger
Foundation). So, they are not just preserving government records.
Veatch then noted that KSHS had been the recipient of three different INK grants. KansasMemory.org
(2006) where digitized historical documents are delivered - Sachs gave some examples of what could be
done there (Veatch said it receives 2 million page views a year); The Kansas Enterprise Electronic
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Preservation system (KEEP), their digital archive – INK was right there helping to make sure the
electronic records of state agencies are preserved; and in 2014, the Historical Society operates the
Visitor Center at the Capitol and they helped fund informational kiosks used by visitors.
Veatch said the from KSHS perspective as archivists and historians, the early records of the INK Board
are critical for preservation – whether that’s his institution, or some other institution. Some of those
formative records are really critical from an historical standpoint. From an ongoing perspective, Veatch
stated he thinks the Board would really benefit from establishing procedures, policies, processes
cataloging the kind of records the Board generates, how long they should be kept, which ones should be
destroyed, and which ones have enduring value and thus should be kept in perpetuity, regardless of
where that is. Records containing confidential information should also be identified and protected in
some way. He then went over the “GARP” with the members using some examples relevant to the
Board and talked about the sample “general” records schedule he brought along, emphasizing that it
would be helpful and important to do even for non-state agencies. Veatch closed by saying that if it was
something the Board wanted to pursue, the Historical Society would be happy to help INK work on
getting their record keeping up to date.
Sachs said she wanted to get a feeling from the Board about the need for a record keeping plan. She felt
it was important that those things that had enduring value be transferred to the archive as soon as
practical. She asked the other board members opinions. Gordon stated that we should keep historical
information that a person can go back to see what has been done and talked about some of her
experience in transitioning in as an agency head. Sachs asked Veatch if they would be willing to
recommend to the Board what they think they should be kept from the perspective of enduring value.
Veatch said he would be glad to do that. Billingsley stated that he felt that for sure the grant information
should be kept. Friend noted that Hollingsworth had created a “box level” inventory when he left, so it
would give them a head start.
Action Taken: Wamsley moved that Friend work with the Kansas Historical Society to make a
recommendation as to INK’s records schedule and what should be considered to be sent to State
archives for permanent retention. Seconded by Billingsley. Approved unanimously.
2.

Network Manager Report – include service outage (7/18) (Jones)
(See copy of the July 2017 Network Manager Report for detail)
OJA: Jones told the Board that the Office of Judicial Administration contract amendment for District
Court Record Search has been sent out to all district courts and they have gotten almost all of them back.
Once complete, they’ll work on putting the price increase in place. Staffing: They have added two new
developers and let one go. He is excited about the new people they’ve brought on. They continue to
emphasize work on the “back end” (work tickets, LDAP, the “boring” stuff). Issue/incident: Jones said
that he felt that if he could discuss at a high level, they could avoid executive session and that was also
the preference of the Board. An issue had occurred with an automated program crawling some
documents that were publicly available – it just increased volume of activity dramatically which slowed
things down for about an hour and twenty minutes until they figured it out. He couldn’t say even if it
was intentional, it could have just been some bad code – without going too far, he didn’t see any
indication it was intentional. They put some rules in place that resolved the matter - only the Secretary
of State’s Office was impacted. The way it stands, it could occur again unless some additional controls
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are in place. Sachs said it wasn’t a surprise that someone tried to crawl the system. The question mark is
whether or not they want to require the “Captcha”, as it could be a barrier to people going out to search
individually. Jones said that they had submitted an incident report and logs to the State’s Chief
Information Security Office (CISO) for informational purposes.
Friend mentioned that purchasing and the personnel side would run into a similar problem when he was
in the Department of Administration – external parties crawling RFPs or Personnel listings. Jones agreed
that there are legitimate reasons to crawl state websites. Sachs noted that they do charge $1000 a month
for the file, so if people are doing that, it could be a loss of revenue to the State. Jones closed by saying
they had good relations with the Fusion center (security) in Kansas City. Sachs ended by saying she was
impressed with the speed and communication around the handling of the incident.
Action Taken: None.
3.

Update on 2017 Business Plan Progress (Jones)
Jones discussed the metrics that KIC’s performance would be rated on next year. The most important
one that we talked about is rebuilding legacy services which they had identified nine that are in process.
They want to get as many as possible done, and nine is a good start to it. Friend indicated there was
nothing in the packet, Jones was just covering it ad hoc.
Jones said they are working with the agency OJA in Wyandotte where they had considered suspending
the application to do more work on it to update it and make it more stable. Develop legacy application
is well on its way (example: Kansas Highway Patrol Crash log application). They are still planning on
the early fall for the services showcase and still considering how they can be most effective with that.
Marketing piece: Will be meeting on Friday with a small firm in Kansas City to do that work – they can
do a better product than what KIC can do in-house at the moment. Better use of resources vs. trying to
hire someone. They identified Web Tags for an advertising campaign – they had suggested one or two
options and want to wait a little longer. Expanding services: This was to hold two focus groups to
subscribe to identified to improve services. They have already started planning the first one, oriented
around some issues with the call center and the complexity around payment processes. They want to
get some customer thoughts before they make changes. Finally, they had a goal of meeting with at least
two agencies that they currently don’t do business with. The KDOT meeting on drones is a start, but
they are looking at some other ones. His time has mostly been spent on making sure their top agencies
get the service and attention needed. On a sale of 1-10, he feels like they are currently a 7-8.
Action Taken: None.

4.

“No Charge” Service Report (Jones)
Jones said it has a been a great exercise and he has learned a lot. He discussed the Board of Optometry
where one person (Jan Murray) does everything. They built the complete system for them. Sachs asked
if anything could be extracted and reused from the system, like for Board of Barbering. Jones said a lot
was custom, so he didn’t think so, but they should likely look at a 3rd Party Vendor tool for that. The
next application he discussed was KanAccess, used for single sign-on. It is built for government. Gordon
asked how many agencies used it. Adams responded that Highway Patrol uses it, the Property Tax
application, Kansas Business Center, subscribers for Vehicle Records – Gordon noted it would be put up
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in front of their County Courts application, and it is used for WebFile. Subscribers also use it. Gordon
asked if agencies could use it to share things. Gordon responded that in a perfect world there would be
sharing on the backend, but this is more about authentication and that “you are who you say you are.”
Gordon knew of an app they had with Commerce that could make use of a single sign-on. Adams said
they’d had some discussion with them a while ago. Gordon needed to talk to her IT people. The last
application Jones discussed was no-charge KanForm applications. Two types – to perform event
registration online. The other are where it is a more permanent fixture. Jones believes there are a lot
more agencies that can use something like this.
Action Taken: None.
5.

Draft 2016 INK Financial Audit (Friend)
Friend spoke about the INK Financial Audit for the last year. This audit has been going on since May
of this year. In the September meeting, a representative from Berberich Trahan is scheduled to come
and talk over the draft of the audit. Neither the financial audit and the agreed-upon-procedures audit
produced qualified findings so things came out OK. The draft included in the packet was
“substantive”, but would be in final form for the next meeting. Hill asked if this was the first or the
second year of the audit without an Executive Director in place. Friend stated that this audit covers
calendar year 2016 so it is nine months of time where the Executive Director wasn’t there, with three
months (Jan-Mar 2016) where he was. Friend said that he had to draft the documents to reflect that. Hill
asked if Friend was handling the management discussions and questions. Friend confirmed that he was.
Hill also asked if the auditors had any criticism of those practices without an Executive Director?
Friend believes that is a good question to ask when the auditors are here, just so he doesn’t mediate any
level of concern they might have. But, he feels generally that they feel the controls are adequate, but
that there may be improvements that could be made in terms of timeliness. Hill indicated it wasn’t any
criticism toward Friend, but he should let the auditors know that he would like some feedback on how
the financials are being handled without an Executive Director.
Action Taken: None.

6. Avamar Disaster Recovery Status
Friend summarized the situation surround the proposed agreement. KIC, in association with NIC, does
an annual disaster recovery exercise - required by the contract - in late September or October. They then
report back how they did.
However, INK, by contract, has a perpetual use license for everything KIC has built for Kansas - if KIC
left, INK could continue to run those apps. So, KIC running a DR exercise is good for INK, but there is
a history here that relates to the contingency where INK would need to be able to make use of the code.
The backup used to be on tape – the Network Manager and the Executive Director had to both sign off
to get it – and there were questions about what all was on the tape, if it had all the things on it that were
needed to recover and run the Network if they left. And, so that resulted in efforts over time to improve
that situation bit-by-bit. Eventually, INK got a look at the tape to see what was on it, then it moved to an
electronic process. Then, it got to the point where INK would basically rent some infrastructure and get
a copy of the backup on an ongoing basis so that INK could do an annual disaster recovery test both to
see if it would come up and also to do some validation that INK is receiving everything they need to do
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so, if needed. The technology used here is AVAMAR. The way it works is that they peel off a copy of
their backup every night for INK. There is a box that sits in OITS (it doesn’t have to). OITS doesn’t do
anything with it, but they watch it and maintain environmentals. So, INK pays them around
$13,000/year as a hosting fee for that.
Fast forward to today. While it is still functioning, the AVAMAR “node” in OITS has reached its end of
life – it is an “appliance” custom made to work with AVAMAR. It works well for KIC/NIC as it can be
replicated to like any other AVAMAR node. But, it is behind on patches and some of those relate to
security, although it is not considered a significant issue as it is only communicated with via VPN.
However, Friend has not been able to devote much time to this issue so far and has not attempted to
perform a recovery since Jim left. But, something does need to be done.
Friend related that he talked with the consulting people who originally helped with this (DataEdge), with
the folks in OITS who are managing the box, and with Adams, but he has not yet talked with Avamar.
Friend also clarified that Codero was the hosting company from whom INK rented the infrastructure,
and EMC was the company that sold Avamar. What he heard is that the DataEdge people do remember
it, but would like to have a conference call with KIC/NIC to confirm status and also NIC’s future plans.
There is a question – it could be tens of thousands of dollars for an Avamar node – as to whether or not
it would be prudent to make this investment if NIC is looking to move to a new solution in the next 1224 months. The preliminary take from OITS is that they may be trying to get out of the business of
Private Cloud apps, or minimize them, and there is some PII there – but he has more conversations to
investigate. So, there’s a question of whether or not to host it somewhere else closer to the recovery
infrastructure. Sachs asked how the data being stored at OITS vs the state’s data center where, for
example, SOS archives their data for disaster recovery. Friend responded that he wasn’t sure, OITS was
in process with a new solution and it wasn’t clear. Adams confirmed that it was a standalone box,
purchased from EMC, hosting in the OITS data center. Gordon talked about the status of the OITS
public/private conversation. Friend said he was going to talk w/Travis Combes, the OITS Cloud Director
to find out more. The members continued to discuss the status of state disaster recovery. Friend noted
that OITS does not have access to this box to recover it, it is separate, a KIC/NIC backup using the
proprietary Avamar technology from the data and programs they host.
Hill said that years ago we recalled that there had been numerous discussions about problems with the
backup and asked if INK/KIC has ever successfully recovered from a backup, successfully meaning in
the time frame. Friend stated that there is a history with KIC doing their backup per the contract and
those questions apply to that. He believed that they did succeed with that on Avamar, but, to clarify, that
is about “their” backup versus the one he has been talking about.
Adams then addressed the issue with the INK backup. The problems that Jim Hollingsworth and Jim
Minihan were having he understood to be related to bandwidth between OITS and the data center
(Codero) where they were trying to recover it. Friend said that Hill’s question applied to back when they
did the Philadelphia recovery and problems there.
Sachs said she thought they might consider asking for two separate reports. For KIC, a report on their
last audit (disaster recovery test). She wanted to know if they ever got to the point of “Live-Live” and
they should probably understand what would be the “delta”. As she recalled, they had to come back
with a triage list. Friend said that was in the January/February 2016. She felt they should probably
review that again. She said she thought they should talk about what they want – “These should come up
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in X hours”. Jones said that would be a good opportunity to educate on how they do the DR now. She
wondered if the next meeting might be too soon. They felt they could have it for that. Billingsley asked
when the data was – Adams said they did not have it yet. Adams noted they went from Virginia to Texas
and back. But, they have been successful for the last four years. So, Sachs asked if they could come back
with a report on that for the next meeting that would be good. From the Avamar perspective, Sachs felt
that they needed a recommendation, maybe even a committee. Friend said he could come back with this
if he were able to talk with these people. Sachs said if he could do so, then maybe the following meeting
between OITS and other parties there could be a recommendation. Friend said that would be fine, there
would be some funds involved. So, Sachs confirmed that he would try to come back the next month with
a report on what they were going to try to do and then perhaps the following month with
recommendations (“I think these people would be involved and these are the ones to talk to”).
Action Taken: None.
7. Kansas Business Center Update (Sachs / Friend)
Friend said that they are continuing to work with agencies – a lot of talking back and forth, phone
messages, etc. Kansas Department of Revenue is coming in on Friday. Working with KCC, Pharmacy
Board, Dental Board, and Cosmetology. We have some more people that we need to re-contact to get
additional information from. KDHE is showing some interest. Sachs noted that they should contact the
Governor’s office again to get help in moving things forward with agencies. She also stated that they
were still looking at doing a security audit. The issue that they are having is that they can’t find a
specific open records act exemption from releasing security reports. Gordon suggested that Sachs
contact her attorney Brad to see if he can find it.
Action Taken: None.
8.

Board member nomination status (Friend)
Friend summarized how things had been left at the last Board meeting. He had obtained three nominees
from the Kansas Bankers Association, Kansas Association of Insurance Agents, and the Kansas Society
of CPAs. This position focused on “Industry”.
The next position is to be focused toward Local Government – in this case, we have a County Treasurer,
Kansas Association of Counties, but lacked a third after checking with several of the groups that had
been mentioned (like the League of Municipalities). He mentioned supplementing it with a
representative from the Kansas Auto Dealers.
He then talked with them about possible nominees from Kansas Agribusiness for the third position. He
has approached several groups that he either received no response from, or indicated they were not
interested.
Sachs asked Friend to move forward with submitting the nominations for the first two.
Action Taken: None.
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9. New Business
Sachs expressed that she would like to form a committee to review and update the grants process and
funding (ways to use the funds). The grant committee will be Matt Billingsley, Nolan Jones, Lana
Gordon, and Kathy Sachs. Hill asked when the next grant cycle is. Friend stated it is the month of
November.
Action Taken: Hill moved to adjourn meeting, seconded by Gordon. Motion passes
unanimously.
Adjournment
Meeting adjourned at 11:47 a.m. The next INK Board meeting will be held at 10:00 a.m. on September 5,
2017, at 700 SW Harrison, 2nd Floor Executive Conference Room, Topeka, Kansas.
Minutes submitted by: Nikki Reed/Duncan Friend
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